Recommended Best Practices for
Exchange Synchronization with Mobile Devices.

Many of our customers have realized significant produc-
tivity benefits from deploying mobile devices such as
“smart phones” that support real-time synchronization of
email, calendar items, tasks, etc. We have also seen cus-
tomers incur considerable expense in situations where the
mobile device deployment was not well planned. This
Technical Bulletin presents Moose Logic’s recommended
best practices for mobile device deployment.

Decide what mobile devices vou will support.

Be prepared to set, and enforce, guidelines for what kinds
of mobile devices you will support on the company net-
work. Even if your policy is to allow employees to provide
their own cell phones, it is not unreasonable for you to
specify standards for mobile devices that will be connecting
to the company network. If you are an Exchange user, we
recommend that your first choice should be Windows Mo-
bile powered devices, simply because you will not need any
additional hardware or software to support them as long as
you’re running Exchange 2003 or later.

Windows Mobile Devices.

We recommend that you should require Windows Mobile
5 (or later) devices. These devices support direct “push” of
new mail messages to the mobile device as they arrive, and
also give you more control over the security of the mobile
device itself. Exchange 2003 (and later) supports these
mobile devices natively...you simply have to turn that func-
tion on, and configure the mobile devices to point to the
same URL that you use for Outlook Web Access (“OWA”).

You will need an SSL server certificate for your OWA
server. For a primer on SSL certificates, please see the
January, 2008, edition of Moose Views, which is available
for download at http://www.mooselogic.com/news. The
SSL certificate provides a means for the mobile device to
positively identify the server it’s connecting to, and also
provides the basis for a secure, encrypted connection be-
tween the mobile device and the server. You should pur-
chase this SSL certificate from a public Certification Au-
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thority (“CA”), and you should choose one that is sup-
ported by the Mobile Devices you will be supporting. Mo-
bile 6 devices contain more “trusted root” certificates than
Mobile 5 devices. According to Microsoft TechNet, the
trusted root certificates that ship with Mobile 5 & 6 are:

Mobile 5:

Cybertrust—GlobalSign Root CA

Cybertrust—GTE CyberTrust Global Root
Cybertrust—GTE Cybertrust Root

Verisign—Class 2 Public Primary Certification Authority
Verisign—Thawte Premium Server CA
Verisign—Thawte Server CA

Verisign—Secure Server Certification Authority
Verisign—Class 3 Public Primary Certification Authority
Entrust—Entrust.net Certification Authority (2048)
Entrust—Entrust.net Secure Server Certification Authority
Geotrust—Equifax Secure Certificate Authority
Godaddy—http://www.valicert.com

Mobile 6:

Comodo—AAA Certificate Services
Comodo—AddTrust External CA Root
Cybertrust—Baltimore CyberTrust Root
Cybertrust—GlobalSign Root CA

Cybertrust—GTE Cybertrust Global Root
Verisign—Class 2 Public Primary Certification Authority
Verisign—Thawte Premium Server CA
Verisign—Thawte Server CA

Verisign—Secure Server Certification Authority
Verisign—Class 3 Public Primary Certification Authority
Entrust—Entrust.net Certification Authority (2048)
Entrust—Entrust.net Secure Server Certification Authority
Geotrust—Equifax Secure Certificate Authority
Geotrust—GeoTrust Global CA

Godaddy—Go Daddy Class 2 Certification Authority
Godaddy—http://www.valicert.com

Godaddy—Starfield Class 2 Certification Authority

Note that if you do not purchase and use a server certifi-
cate that is chained to one of the trusted root certificates
listed here, your phone will not connect and synchronize
with the server, unless you manually install the correct root
certificate into your phone. You need to have
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“management access” to your Windows Mobile device
in order to add certificates to the certificate store. Some
mobile operators give their subscribers that level of ac-
cess and some don’t. Most Pocket PC phones will allow
you to add certificates to the certificate store, but many
smart phones won’t. Some mobile operators provide
specific certificate installation utilities for their tele-
phones, some don’t. Sometimes there are workarounds,
sometimes there aren’t. To our knowledge, there is no
definitive list available of which mobile devices have
their certificate stores locked down and which don’t.

The bottom line is, of course, your bottom line. The
first time you (or we, on your behalf) spend a half day
trying to make a Windows Mobile device work with an
SSL certificate that wasn’t from one of the CAs listed
above, you will have spent more money—not to men-
tion the time and aggravation—than it would have cost
to purchase the right certificate in the first place.

Another note about SSL certificates. It is becoming
more and more common for CAs use intermediate cer-
tificatesd in other words, the certificate you purchase
isn’t chained directly to their trusted root, it is chained to
an intermediate certificate that is chained to their trusted
root. The easiest way to determine whether this is the
case is to connect to your OWA site with a PC browser,
and click on the padlock icon that indicates an SSL con-
nection. You can then view the certificates that are be-
ing used.

This presents no problem to “big Windows,” because
the browser is smart enough to sense that the certificate
the server is presenting is not chained directly to the
trusted root that it knows about, and to request the inter-
mediate certificate(s) so it can validate the complete
chain of trust.

Unfortunately, Windows Mobile isn’t that smart, and
depends on the server to present the entire certificate
chain, including any intermediate certificates, at the time
of connection. And the server won’t do that unless all
of the intermediate certificates are present in that
server’s own local computer certificate store. Installing
the certificates into IIS for use in securing the OWA
Web site does not automatically put them in the local
computer certificate store.

BlackBerry Devices:

Many users prefer BlackBerry devices. BlackBerry
devices can work well, but you generally do have to pur-
chase and install additional software if you want full
Exchange synchronization. Here are your choices if you
want to synch a BlackBerry device with Microsoft Ex-
change:

If you’re part of a large organization, you may have a
BlackBerry Enterprise server. This is a fairly expensive
piece of software—MSRP is $3,999 for an Enterprise
Server license including 20 user licenses. Additional
user licenses start at $99 for a single license, and the
per/user cost goes down as volume goes up. For exam-
ple, a 100-user license lists for roughly $6,000, or $60/
user. This generally would run on its own dedicated
Windows server, so by the time you’ve bought the hard-
ware and the server Operating System license, you’ve
probably spent at least $10,000 just on hardware and
software.

Some of our Moose Logic customers have BlackBerry
Enterprise servers. When they work, they work beauti-
fully. When they break, it can take a lot of work to get
them going again.

If your needs are a little more modest, you can pur-
chase a copy of BlackBerry Professional software,
which can, in most cases, be installed on your Exchange
Server itself (unless it’s very heavily used) rather than
on a dedicated BlackBerry server. BlackBerry Profes-
sional starts at $499 for a S-user license. You can ex-
pand up to a maximum of 30 users. If you grow beyond
that, your next stop is BlackBerry Enterprise.

Unless you’re prepared to install either BlackBerry
Professional or BlackBerry Enterprise, you will have to
rely on the BlackBerry Desktop Software to do the syn-
chronization with Outlook / Exchange. You can syn-
chronize by physically connecting your BlackBerry to
your PC workstation, and you can synchronize over the
wireless network if you keep your PC running and con-
nected to the Internet, stay continuously logged on, and
keep Outlook running so the BlackBerry Desktop Soft-
ware can use Outlook to talk to the Exchange Server and
use the Internet to communicate with the BlackBerry on
-line service. If someone closes Outlook, logs you off,
or disconnects the system from the Internet, you’ll stop
synchronizing.

Palm Devices

Most current-production Palm SmartPhones, even
those built on the Palm OS rather than Windows Mo-
bile, can run Microsoft ActiveSync and connect to an
Exchange Server much like a Windows Mobile device.
That means you will be dealing with the same kinds of
SSL certificate issues. As of June, 2008, the Palm Web
site listed the following root certificates:

Entrust—Entrust.net Secure Server
Entrust—Entrust.net CA (2048 bit)
Equifax—Equifax Secure Certificate Authority
GlobalSign—GlobalSign Root CA




Cybertrust—GTE Cybertrust Global Root
Cybertrust—GTE Cybertrust Root
Thawte—Thawte Server CA

Thawte—Thawte Premium Server CA
Verisign— Secure Server Certification Authority
Verisign—Class 2 Public Primary CA
Verisign—Class 3 Public Primary CA

Wildcard certificates (i.e., *.domain.com) will not work
on Windows Mobile Treo smartphones.

iPhone

As of June, 2008, the iPhone Enterprise was not yet
generally available. The iPhone Enterprise with iPhone
v2.0 software will, according to Apple’s Web site, run
Microsoft ActiveSync for synchronizing with an Ex-
change 2003 or 2007 Server. It remains to be seen what
root certificates will ship with v2.0, and how difficult it
will be to add other root certificates to the device’s root
certificate store.

Moose Logic does not recommend that businesses at-
tempt to support iPhones until v2.0 is available and has
been tested.

Other Resources

http://www.windowsmobile.com
http://www.blackberry.com
http://www.palm.com
http://www.apple.com/iphone/enterprise
http://technet.microsoft.com/mobile
http://technet.microsoft.com/sbs

http://technet.microsoft.com/exchange/default.aspx
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WHAT OUR LAWYERS MAKE US SAY: Moose Views Technical Bulletins are presented as a ser-
vice by Moose Logic, and represent the opinions of the Moose Logic technical staff based on
their years of experience in the industry. Although this bulletin contains information that was
made publicly available by the companies whose products are discussed, we do not claim to
speak on behalf of those companies. All trademarks are the property of their respective own-
ers. Any suggestions/procedures contained herein are given AS-IS without any warranty, and
use of these suggestions/procedures is at your sole cost and risk.




