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Using Tape 
Backups?  
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Immediately! 

   As St. Paddyõs day approaches once 

again, we thought it would be important to 

remind our readers of this rule.  Ah, sure 

and ye probably agree in principle.  (Catch 

the little Irish lilt there?)  But letõs take a mo-

ment for some introspection.  

   When was the last time you validated that 

your backups were completing properly?  

And when was the last time you actually did 

a test restore?  Typically this is done by go-

ing in after hours, renaming one or more 

directories (so they will look to your 

backup software like they donõt exist any 

more), then trying to restore those directo-

ries from your backup and see if the data is 

really all there.  Unless you do this regu-
larly, you really donõt know whether your 

data is being backed up ñyou only think it 

is.   

   Tapes grow old and wear out.  Tape 

drives need to be cleaned regularly, and 

eventually they wear out, too.  Unfortu-

nately, the first time many businesses dis-
cover that their backup tapes are no good is 

when they have a catastrophic failure and 

try to restore their critical data.  Believe me, 

this is not  when you want to find this out.  

   Do you have a Disaster Recovery / Busi-

ness Continuation plan?  What happens if 

there is a fire, and your backups are dam-
aged from heat, water, etc.?  Are you regu-

larly taking a copy of your critical data off -

site?  Again, this is something that everyone 

agrees in principle should be done, but 

many organizations just never get around to 

doing it.  Why?   

   One reason is that it is difficult to build  an 

ROI case around the bad things that didnõt 

happen.  But if you spend money to protect 

against something that never happens, that 

doesnõt mean the money is wasted.   There 

are many times in our businesses and in our 

personal lives when we spend money to 

protect ourselves against the risk of loss 

from things that we hope never happen.  

We usually call that insurance!   

   We need to look at our DR/BC expenses 

the way we look at our other insurance ex-

penses:  What are the bad things that could 

happen to my business?  For each of the 

bad things that could happen, rate, on a 

scale of 1 to 3, how likely they are to occur, 

and how severe the impact would be on 

your business if they do.   

   You now have the beginnings of a plan 

thatõs not based totally on ògut feeling.ó  If a 

particular risk rates a #1 in both likelihood 

and in severity of impact, youõd better have 

a plan in place for it.  If it rates a #3 in both, 

it may not be worth losing a lot of sleep 

over.  Those in the middle will require you 
to make judgment calls.  For the risks you 

do decide to deal with, you also need to 

decide what youõre willing to spend on that 

protection, and it needs to make some kind 

of financial sense relative to what you stand 

to lose.  This isnõt a perfect approach, and, 

yes, itõs still somewhat subjective.  But at 

least it can give you a systematic framework 

for assessing your level of risk.  

   Finally, is anyone proactively looking at 

whatõs going on in your network?  We have 

seen numerous cases where serious prob-

lems were brewing, and the clues were 

there to be seen...if anyone had been 

watching the system event logs, paying at-

tention to free disk space, checking per-

formance monitor parameters, etc.  But who 
has time to do all that?  

   Actually, we do.  Weõve invested in some 

powerful automated tools that can watch 

your systems and alert us to problems ñin 

may cases before you even know theyõre 

there.  We call it MooseGuardTM, and youõve 
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Calling In Sick... Again ? 
According to an annual survey by 

CareerBuilder, 32% of workers called in sick 

with phony excuses in the last year. One in 

three admitted to lying about being sick to their 

bosses once a year, and one in ten admitted to 

doing so three times or more a year.  

Why are so many calling in sick when they 

arenõt? Almost half (48%) said they wanted to 

relax, 24% said they needed to catch up on 

sleep, 20% wanted to run personal errands, 

16% wanted to spend time with friends and 

family and, oddly enough, 16% said they used 

the time to clean their house!  

But employees beware! While most managers 

donõt question their employeesõ excuses, 27% 

of managers have fired an employee for calling 

in sick without a good reason.  

The Lighter Side...  

On loving your enemy:  

òLove your enemies. It makes them so 
damned mad.ó - P.D. East 

On the road less traveled:  

òSometimes the road less traveled is less 
traveled for a reason.ó - Jerry Seinfeld 

On failing:  

òI didnõt fail the test, I successfully found 100 
ways to do it wrong.ó - Benjamin Franklin 

On fashion:  

òI base most of my fashion taste on what 
doesnõt itch.ó -Gilda Radner  

On speaking the truth:  

òSpeak the truth, but leave immediately 

after.ó- Slovenian proverb  

On convenience:  

òDeath, taxes, and childbirth: Thereõs never 

any  convenient time for any of them.ó 
- Margaret Mitchell  

On men and women:  

òSometimes I wonder if men and women 

really suit each other. Perhaps they should 
live next door and just visit now and then.ó  
- Katherine Hepburn  

   Itõs official: end users are the weakest link in the IT 
security chain. You can set up a firewall, encryption, anti -

virus software, and password protection up to your ears, but 

it wonõt save you from the employee who posts his access 

information to a public web site.  

   Many security breaches, viruses, spyware, and other 

network problems are a result of human error ñan end user 

unknowingly downloading an infected file, e -mailing 
confidential information, or disabling their anti -virus, to 

name a few.  

   So what is a company to do? While there is no surefire way 

to keep end users from making mistakes, you can 

dramatically reduce the number of problems, and help 

protect your organization from a nasty lawsuit, by creating an 

acceptable use policy (AUP) and training your employees on 

what is and what is NOT acceptable behavior.  

   But if you want your employees to actually adhere to your 

security policies, here are a few tips:  

Keep it simple. A long, confusing policy that looks like a 
legal document is about as easy to read as the instruction 

manual for your digital camera. Make the policies clear 

and easy to read. Give examples and include screen 

shots where necessary.  

Provide group training. Many companies make the 
mistake of distributing their AUP by e -mail and telling 

employees they must read it on their own. This gives the 
employees the option of NOT reading and simply signing 

and submitting. You donõt need hours of classroom 

training but a simple 15 or 20 -minute session will force 

even the most reluctant users to learn a thing or two.  

Keep employees updated . To add to the above tip, 
make sure you update employees on a regular basis to 

keep the policies fresh in their minds and to educate 

them about new threats.  

Explain the consequences of not following the policy. 
This is both explaining the negative effects to the 

business as well as disciplinary actions that will be taken 

if they refuse to follow policy. Occasional violators 

should be warned, and habitual violators should be 

disciplined.  

Monitor their behavior. The best policy in the world 
wonõt work if itõs not enforced. There are many tools on 
the market that can do this for you automatically.  

Need Help In Creating An  

Acceptable Use Policy and Training Your Staff?  

   Not only can we help you create a customized acceptable 

use policy for your staff, but we can also provide training on 

the topic and even install network monitoring software to 

make sure it is enforced. Call us at 206 -774-0619 or visit us 

online at www.mooselogic.com for more info!  

The Simple Document That Could Save 

Your Company From Major Problems!  




