
  According to a survey 
conducted by 8e6 
Technologies 
(www.8e6.com), employees 
are using company computers, 
Internet access, e-mail, and 
other resources to conduct 
hours of non-work related 
activities.  Some of these 
activities simply waste time, 
like day trading and 
monitoring eBay bids. However, many of the 
activities are downright malicious and 
threaten their employers’  existence and 
security. 

  Just look at some of these outrageous 
real-life stor ies collected from IT 
Managers polled: 

¨  One employee was caught running a 
gambling website and acting as a bookie 
for his co-workers. 

¨  To bypass the company’s web filter, one 
employee was caught using his desktop 
computer as an FTP server for the other 
employees. He had downloaded and 
saved over 300G of material. 

¨  One employee was busted for giving 

away confidential information 
such as price lists, contracts, 
and software code for 
application development. 

¨  Another employee was 
busted for having a side 
business stealing and selling 
company inventory on eBay.  

¨  One woman was caught 
running an online outcall 

service from her desk. 

¨  One employee was caught renting the 
corporate IP address to hacker friends to 
generate DOS attacks. 

  While these scenarios seem outrageous, they 
are not uncommon. According to a survey 
outlined in the Seattle Times, of 294 U.S. 
firms with 1,000 or more employees, almost 
one-third of companies have fired an 
employee in the last 12 months for violating 
e-mail policies, and 52 percent of companies 
said they have disciplined an employee for 
violating e-mail rules in the past year. 

   If you are an employer, educating your 
employees as to what they can and cannot do 
through an acceptable use policy is simply 
not enough.  (Continued on back page…)     

You Won’t BELIEVE What 
They’re Doing At Work... 
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The Windows Mobile 

Revolution! 

� � � � �
 �

A few years ago, a little company 
called Research In Motion (RIM) 
launched a portable email revolution 
with the introduction of 
the “BlackBerry.”   Today, 
I’d bet that everyone 
reading this newsletter 
knows at least one person 
who has one.  But did you 
know that if you’ re 
running Microsoft 
Exchange 2003 (or Small Business 
Server 2003, which includes 
Exchange), you already have the 
ability to turn on mobile email 
functionality immediately? 

BlackBerry devices are cool.  I 
know—I used a Cingular 7100g 
combination BlackBerry/Cellphone 
for a while.  The problem is that if 
you want your company email on it, 
you have two basic choices:  either 
keep a PC with your Outlook client 
running on it all the time so it can 
forward your email to your 
BlackBerry, or buy a BlackBerry 
Enterprise Server for your business 
(which will provide the interface to 
your mail server so you don’ t have 
to keep a PC running all the time). 

But if you’ re running Exchange 
2003, you have full mobile email 
functionality already...all you have 
to do is turn it on, and get a 
compatible Windows Mobile device. 

Last year, I retired my 7100g in 
favor of a Siemens SX66 

combination Pocket PC / cell phone.  
I now have not only my email, but 
full Outlook sync capability!  I’ ve 

got my calendar, contacts, 
task list—as well as 
Pocket PC applications 
like an Acrobat Reader, 
and Pocket versions of the 
Office Suite.  I’ ve got the 
Washington State DOT 
Pocket PC version of the 

traffic report map that will update 
over the air.  I’ ve got PocketStreets, 
which lets me export a map from 
Microsoft MapPoint into my Pocket 
PC.  (That came in handy on my 
recent driving vacation.) 

And if you don’ t want a full-blown 
Pocket PC, you can simply get a 
Windows Mobile compatible cell 
phone and still be able to 
synchronize with Outlook. 

To see what devices are available 
from your current cellular provider, 
take a look at 
http://www.microsoft.com/windows
mobile/devices/default.mspx, and 
use the links under “Find a device 
by carrier.”  

If you want help setting up your 
Exchange Server to support 
Windows Mobile, give us a call at 
(206) 774-0619.  Of course, if you 
really want a BlackBerry, I can give 
you a great deal on a slightly used 
7100g... 
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“ Look at a day when you are supremely satisfied at the end. 

I t’s not a day when you lounge around doing nothing; it’s 

when you had everything to do, and you’ve done it.”   

- Margaret Thatcher 
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If the requirements are not enforced, employees will 
accidentally (or intentionally) violate your rules. That’s 
why every company needs to invest in  good e-mail and 
web filtering software. Just having it in place will act 
as a deterrent for such activities, and if something 
really is going on — like an employee leaking 
confidential information to a competitor or sending 
racial or sexist jokes through  your company’s e-mail 
—you’ ll be able to nip it in the bud before it comes 
back and bites you in the form of a lawsuit. 

  Additionally, a good web filter will prevent 
employees from accessing inappropriate material 
online, wasting time on non-work related activities, 
downloading viruses and spyware, and using up 
company bandwidth to download photos and music. 

  I f you would like our  help in choosing and setting 
up an acceptable use policy and web filter ing 
software for  your  company, call us on: 206-774-0619 
or  send an e-mail to Sid Herron at 
sid.herron@mooselogic.com. 
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