The numbers are staggering: according
to the 2006 Identity Fraud Report, iden-
tity theft cost consumers and businesses a
whopping $56.6 billion dollars. Identity
theft occurs when someone steal's your
name, Socia Security number (SSN),
bank account number, or credit card to
open accounts, make purchases, or com-
mit other fraudulent crimes.

TheMethods They Use
To Seal Your |dentity

The methods identity thieves use range
from low tech strategies (like going
through your trash can, also known as
“dumpster diving”) to highly sophisti-
cated phishing scams that include cloned
PayPal or bank websites that trick you
into giving your username, password, or
account number. Other ways include:

Stealing records from an employer or
bribing an employee who has access
to the records.

Hacking into the company’s em-
ployee records.

Stealing mail, such as bank account or
credit card statements, tax documents,
pre-approved credit cards, or new
checks.

Abusing their employer® authorized
access to credit reports.

Stealing laptop computers that contain
confidential information (one reason
for the “ BitLocker” drive encryption
feature in Windows Vista).

How Identity Theft AffectsYou

Once someone has stolen your identity,
they can use your credit cards or bank
account to purchase expensive consumer
goods like computers and el ectronics that
can easily be resold for cash. They can
also open and charge up new credit cards,
which can be areal messto straighten out
with vendors and credit reporting agen-
cies. Other criminal activities include tak-
ing out auto loans in your name, opening
anew phone or wireless servicein your
name, or writing counterfeit checks to
drain your bank account. Some have even
used it to file for bankruptcy to avoid
paying debts they®@e incurred, or to avoid
eviction.
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How To Protect Yoursdf and
Your Employees

Never give your personal information,
Socia Security number, credit card num-
ber, or bank account numbers over the
phone or online unless you know for cer-
tain you are dealing with alegitimate
company. Make sure your employees are
given an AUP (acceptable use policy) that
educates them on the dangers of phishing
scams and spam e-mails designed to ei-
ther trick you into revealing your infor-
mation or install avirus that secretly
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steals the information stored on your PC.

Y ou can recoghize a secure website, asit has an
https:// at the beginning of the web address (regular

web sites only have http:// and no “s”) at the top of the
page on which you are submitting your information. It

also must have a picture of alock in the bottom right

corner of the page. (If you'rerunning IE 7, thelock is

at the top of the page, next to the refresh button.) If
you don'’t see both of these measures in place, do not
submit your information.

And even if you DO seethis, use acredit card in-
stead of adebit card or pay-by-check option because
you® get security protection from your card®issuer.
Visa, MasterCard and American Express all have a
zevo liability policy. If you notify the bank of unau-
thorized transactions, you pay little or nothing. And
some credit card companies offer one-time use num-
bers to prevent someone from stealing your account
number and using it for unauthorized charges.

Shred all medical bills, financial statements, credit
card applications, tax statements, or any other mail
that contains confidentia information about you be-
fore you throw them into the trash. Most shredders
these days will even shred an old credit card.

Never open e-mails or attachments from e-mail ad-
dresses you are unfamiliar with, and NEVER respond

to emails that ask you to verify your account informa

tion because your account is being closed, suspended,
or charged. If you want to verify this, call the bank or
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the company to seeif it was alegitimate e-mail.

Signs That You’'ve
Fallen Victim To I dentity Theft

If you see any unexplained charges or withdrawals
from your bank accounts, if you receive credit cards
that you did not apply for, or if you start receiving
bills or collection letters for items you have not pur-
chased, someone may have stolen your identity.

Always follow up with the business or institution to
find out exactly what is causing the situation as
quickly as possible. The faster you act on identity
theft, the easier it will be for you to clear your name.




