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Signs Of Impending
Computer Disasters

Pat r ilQ ¥ are geLling agroying nymperof

I'n honor of St.
lucky Irish folks, this is my annual reminder
that when it comes to keeping your critical
systemsrunning,0 Luck i s not

Computers rarely stop working overnight.
In most cases, there are early warning signs
that problems are brewing. Below are 10
surefire signs that you need to get a profes-
sional to investigate your network ASAP:

1. Your workstation or server starts run-
ning very slowly, freezes up, or
crashes.

2. Your web browser has been changed to
another strange
seen before.

3. You are getting an unusual amount of
pop-up windows, even when you aren't
surfing the web.

4. Youdon't know if every computer on
your network has the most current virus
definitions.

5. You don't know if you have a firewall in
place or the last time it was updated.

6. You haven't attempted to restore your
data from a backup tape or other stor-
age device in awhil
checking your backup log for errors.

7. You receive e-mails accusing you of
sending spam, and/or you find e-mail
messages in your 00
folder that you

8. Your computer starts making a grind-
ing, clicking, or loud whirring sound.

9. The fan is running faster (or not running
at all).
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error messages, and you are forced to
create work-arounds to complete cer-

a @R workiagks.y 1 6
If any of these signs are present, you

should contact a pro immediately to in-
vestigate further!

The old saying of an ounce of prevention
is worth a pound of cure is especially true in
the world of computers and all things digi-
tal; and if you are like most businesses,
your computer network is critical to the op-
eration of your business so make sure you
dondt procrastinate if
youbve never

Ideally, you should perform regular
health checks and maintenance on your
network to make sure
cropup.Her eds why:

pr

1 Critical security updates need to be ap-
plied promptly to protect you from a
constant flow of new hacker attacks.
The interval between the time a critical
update is released and the time some-
one reverse-engineers it and creates an
exploit for it is down to a few days in
some cases.

Fieewadl, viyus and spywane protection
need to be monitored and updated on a
daily basis because new attacks are re-
leased daily.

Jt yoyrdata hackupssystem negds to be
di dn g fnongored

nd tested frequently to en-

sure easy data recovery in the event of

loss. Tapes wear out. Tape drives get

dirty. Eventually they will fail, and Mur-
phyds Law says it wildl
wor st possible time.
need to frequently monitor your back-

ups.
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The Simple Document That Could Save
Your Company From Disaster!

I 't s o éndusers a&rd the weakest link in the IT secu-
rity chain. You can set up a firewall, encryption, anti-virus
software, and password protection up to your ears, but it

wondt save you from the emplo
formation to a public web sit
environmentdé | awsuit if someo

Web sites, and someone else sees it and is offended.

Most security breaches, viruses, spyware, and other net-
work problems are a result of human errorfi an end user un-
knowingly downloading an infected file, e-mailing confiden-
tial information, or disabling their anti-virus, to name a few.

"Go outside and play, but stay out of the So what is a company to do? While there is no surefire way
sandbox. You know what that does to keep end users from making mistakes, you can dramati-
to your cell phone.” cally reduce the number of problems by creating an accept-

able use policy (AUP) and training your employees on what
is and what is NOT acceptable behavior. And having an AUP

that everyaone is required to read and sign can be the differ-
A True Test Of enaie weeh Winniﬁ\g gd%sﬂg a lawsuit.

A business owner decided that he had But if you want your employees to actually adhere to your
had it once and for all with his lazy security policies, here are a few tips:
employees. 1 Keep it simple. A long, confusing policy that looks like a
legal document is about as easy to read as the instruction
He was sick to death of the ten of them. manual for your digital camera. Make the policies clear
They woul dndét do what h eandaasykoaehd. Givelxaniplesand include screen
around at their desks all day staring at shots where necessary.
their computer screens counting the 1 Provide group training. Many companies make the mis-
minutes till they could leave. So he called take of distributing their AUP by e-mail and telling em-
a meeting at the end of the day, ployees they must read it on their own. This gives the
requesting all ten employees to come to employees the option of NOT reading and simply signing
his office. and submitting. You dondt n

Jing but a simple 15 or 20-minute session will force even

nh » Ghe Indbt§eluBidhtudeR ﬁt)) fana thingnor two.

L € ng% esrr{pl%yseés uﬂdgted. I\/Iakne sutre yoeu update em-
| h i dto k hich ployees on a regular basis to keep the policies fresh in

émployee nere. jus_t nee to- now whic their minds and to educate them about new threats.

one of you that is. Will the laziest

1 i e,consequences of not following the policy.
employee please step flo Eﬁ@l?s go{?h'egplaining the negative effects to the busi-

Instantly, nine of the ten employees ness as well as disciplinary actions that will be taken if
stepped forward. they refuse to follow policy. Occasional violators should
be warned, and habitual violators should be disciplined.

oLadies and gentl ema
owner said. ol have 1t
world, custom made for the laziest

The business owner looked at the one Monitor their behavior. The best policy in the world
employee left behind andoasdkedor OKWhHY i t6s not enfo

didndt you take a step therharkatthst cado thid forysudutomatically.
cowor kers?6¢6

Need Help In Creating An
0Too much troubl e, 6 ¢t h&cceptable UsePelicy and Training Your Staff?
answered. Not only can we help you create a customized acceptable

N use policy for your staff, but we can also provide training on
A Adapted from The Mammoth Book of the topic and even install network monitoring software to
Humor, edited by Geoff Tibballs make sure it is enforced. Call us at 206-774-0619 or visit us
online at www.mooselogic.com for more info!
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Going On A Trip?
Here Are 4 Web Sites You
Must Know About

If traveling is part of your work
life, you might want to check out
information on the following
web sites to keep abreast of
safety issues.

AThe U.S. Department of Transportation
(www.dot.gov) offers airline, highway and rail
safety information. For example, you can look
up crash-safety reports on cars or find out how
the weather is affecting air travel and road
conditions.

AThe Transportation Security
Administration (www.tsa.gov) has advice on
safe travel by air, land and sea. For example,
they post tips on dealing with airline security
checks, traveling with kids, and warnings on
prohibited items.
Consumer s. o

AThe U.S. State Department
(www.state.gov/travel) provides information on
what to do before, during and when you return
from a trip overseas. You can also get warnings
on locations to avoid and what to do in an
overseas emergency.

Cl

AThe Centers for Disease Control and
Prevention( www. cdc. gov/ tr
home sick! This site offers health-related travel
information. You can research vaccination
requirements, find information on how to avoid
illnesses caused by food and water, and review
inspection scores on specific cruise ships.
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CTI1 Is Finally Here!

As we were packing and unpacking for our move, [
came across an old copy of Moose Viewsd from 1996!
And way back then, 12 years ago, the front page story
was about Computer Telephony Integration and how
great the world was going to be when we could just
talk to our telephone systems and have them under-
stand us, have faxes and voice mail messages delivered
to our email inboxes, etc. After 12 years of waiting,
we can finally implement that for a small business, and
it all actually works!

As part of our move, we put in a new Microsoft Re-
sponse Point telephone
actually build the systemsd t hey 6r e bui
by two, soon to be three, different vendors. We de-
ployed the Syspine system, manufactured by
Quanta...the guys who b
book PCs.) I'téds desi gn
nessesd up to a maximum of 50 phones and/or 50 out-
side lines.

Communication between the telephone sets and the
ibagekstatien is alliVeIP, and i€irtegrates gragefllg
with PC workstations and email. Voice mail messages
get handed off to email as .WAYV file attachments. The
Response Point Assistant runs in the System Tray of
your PC and allows easy configuration of voice mail,
call forwarding, etc. Inbound calls pop up a little flag
with the caller ID information.

But the coolest part of the system is the voice recog-
nition. The auto-attendant routes incoming calls by
either name or dialed extension number. (How many

aimee Have yowDcellad Goimeore andeaded up frustrated
with the auto-attendant because you knew who you
wanted to talk to, but
number?) Internal call routing uses voice mail recog-
nition as well. Push the blue Response Point button,
speak your coll eagueds

an intercom call. Transfer a call by pressing the button

ATransf e
for your

and saying,
recognition

automatically routed based on caller IDd so, for example, any phone calls from my home number or my

wi feds cell phone ri

The future is finally hered and you can have it too! Because Moose Logic is a Response Point Certi-

fied Partner wi t h Mi

to http://www.microsoft.com/responsepoint. Or stop by and see us, and we can show you first hand how

cool the system is!

r cal |l <number > to <nam
out bound call s. (ACal

di r ect |-agtendana desk

ng my

crosoft. For more info
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Services We Offer:

CERTIFIED
Partner

Networking Infrastructure Solutions
MooseGuard ™ Support Services

Access Infrastructure Solutions

CiTRIX partner

Gold
Solution Advisor

Virtualization Solutions
Storage Solutions

General Network Repair and
Troubleshooting

wmeum«S —Double-Take
Software
enterprise

Network Design &
PARTNER

(&) vmware’ |
Implementation

fp Kesponse Point -
ULTRABAG

LeftHand ;"

Disaster Recovery

Virus Protection & Removal

NETWORKS
Network Security

W DataCore

E-mail & Internet Solutions SOFTWARE

Microsoft.

Spam Filtering Small Business

Voice over IP Phone Systems

Specialist

1 Servers and workstations need regular tune-  perform this regular network maintenance.
ups to keep them running fast and error free. .
Thanks to advancements in support technology,
1 Monitoring of disk space is important to avoid our automated system can now monitor your net-
data loss, crashes, and storage problems. work 24/7/365 days a year and provide all the
. maintenance your network needs for a fraction of
1 Server event logs need to be monitored for the time and cost.
early alerts to network issues.
. . . For a flat, monthly fee| vv 811 g
One of the biggest mistakes business owners monitoring of your network to not only ensure
make is taking a reactive approach to network that it is running at peak performance, but also to
support and maintenance rather than a proactive guarantee that your data is being backed up and
one. secured, that your virus definitions are up-to-
In other words, they wait until something stops date, that your f“fe""a'! is_ configured properly,
working and THEN they call in the professionals ~ thatyour server is optimized, as well as keep an
to fix it. This approach not only costs more in the eye on over 100 system processes and alerts that
long run, but it also leaves you vulnerable to could spell problems brewing.
more devastating crashes such as data corruption | ¢ youdre oneMamseGuad® cusxlf s
and loss, virus attacks, and extended downtime. tomers, you already know how valuable the ser- -
Even NEW computers and equipment need regu- yjice can be.
lar maintenance because new threats are con-
stantly evolving. I f youdre not, whanowwhatdt| i « : ni c
. . . . itds going to cost you tjhis vear t
You can drive your car for a while without doing g | systems up and runni|ng? And
any regular maintenance, too. But sooner or better knowing that your systems are, in effect,
later, something major is going to break, and dinsuredé against criticla! nrobl em
youdll end up with a repair bill far |l arger thar
would have cost you to do the preventative main- For more information, give us a call, or email
tenance. The same principle hold true for your i nfo@moosel ogic. com. We|d | gl a
computer network. a free network audit to alert you to any existing
vulnerabilities, and talk with you about how best
Fortunately, there is an inexpensive and easy g protect your business
way for you to completely avoid - even antici- against data loss and the
pate and prevent - these problems while mak- |t productivity that results *
ing your network far more secure, reliable, from system outages.
and problem free.
. ) . Oh, and good luck!
We call it MooseGuard™, and ités designed spe-
cifically for the small to medium business owner \!
that doesndt have the time, expertise, AWt |to




