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As
again, we thought it would be important to
remind our readers of this rule. Ah, sure
and ye probably agree in principle. (Catch

St. Paddy’'s day

the Iittle I rish |ilt

ment for some introspection.

When was the last time you validated that
your backups were completing properly?
And when was the last time you actually did
a test restore? Typically this is done by go-
ing in after hours, renaming one or more
directories (so they will look to your
backup software |ike
more), then trying to restore those directo-
ries from your backup and see if the data is
really all there. Unless you do this regu-
larly, you really don
data is being backed up—you only think it
is.

Tapes grow old and wear out. Tape
drives need to be cleaned regularly, and
eventually they wear out, too. Unfortu-
nately, the first time many businesses dis-
cover that their backup tapes are no good is
when they have a catastrophic failure and
try to restore their critical data. Believe me,
this is not when you want to find this out.

Do you have a Disaster Recovery / Busi-
ness Continuation plan? What happens if
there is a fire, and your backups are dam-
aged from heat, water, etc.? Are you regu-
larly taking a copy of your critical data off-
site? Again, this is something that everyone
agrees in principle should be done, but
many organizations just never get around to
doing it. Why?

One reason is that it is difficult to build an

ROI case around the bad thingsthatd i d n 0 pctually,

happen. But if you spend money to protect
against something that never happens, that
doesn’t mean the mone
are many times in our businesses and in our
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Luck Is Not a
Strategy!

a [})ﬁqoaablierq? when e spepd money to

protect ourselves against the risk of loss
from things that we hope never happen.
We usually call that insurance!

W edd%o1dok at FiHDR/BE Exbenses t 2 K €

the way we look at our other insurance ex-
penses: What are the bad things that could
happen to my business? For each of the
bad things that could happen, rate, on a
scale of 1 to 3, how likely they are to occur,
and how severe the impact would be on
your business if they do.

U Yofi dow Hager‘tﬁetbegﬁf{iﬂgEc;f aplafl Y
that’'s not based totally
particular risk rates a #1 in both likelihood

and in sever.| t?/ of i mpact
a f)lan lfnrblgég fodf it rBt&sfa #3irPpdth,

it may not be worth losing a lot of sleep

over. Those in the middle will require you

to make judgment calls. For the risks you

do decide to deal with, you also need to
decide what you’'re wildHl:@
protection, and it needs to make some kind

of financial sense relative to what you stand

to |l ose. This isn’t a pe
yes, it’s stildl somewhat
least it can give you a systematic framework

for assessing your level of risk.

Finally, is anyone proactively looking at
what'’'s going on in your
seen numerous cases where serious prob-
lems were brewing, and the clues were
there to be seen...if anyone had been
watching the system event logs, paying at-
tention to free disk space, checking per-
formance monitor parameters, etc. But who
has time to do all that?

we do. We’' ve
powerful automated tools that can watch
your systems and alert us to problems—in

aysCqgEfehleforenypd

here. We call it MooseGuard™,and you

Continued on back page...
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Calling In Sick...Again ?

According to an annual survey by
CareerBuilder, 32% of workers called in sick
with phony excuses in the last year. One in

doing so three times or more a year.

Why are so many calling in sick when they

relax, 24% said they needed to catch up on
sleep, 20% wanted to run personal errands,
16% wanted to spend time with friends and

the time to clean their house!

don’t question their

in sick without a good reason.

The Lighter Side...

On loving your enemy:

“Love your enemies.
damned mRR Edst

On the road less traveled:

“Someti mes the road

travel ed f o-derraSeinfeldh s o
On failing:
“1 didn't fail the t

ways t o do-BenjaminFranklig .

On fashion:

doesn’ t-Gildd Radner”
On speaking the truth:

“Speak the trut h, bu
a f t eSlovehian proverb

On convenience:

any convenient ti me
- Margaret Mitchell

On men and women:

‘Sometimes | wonder
really suit each other. Perhaps they should
l'ive next door and |
- Katherine Hepburn

three admitted to lying about being sick to their
bosses once a year, and one in ten admitted to

family and, oddly enough, 16% said they used

But employees beware! While most managers

The Simple Document That Could Save
Your Company From Major Problems!

I t s o érdusers &d the weakest link in the IT
security chain. You can set up a firewall, encryption, anti-
virus software, and password protection up to your ears, but
it won't save you from the em
information to a public web site.

aren t? Almast half (48%) MWYspoulypipaches, virysgs spyware, and other

network problems are a result of human error—an end user
unknowingly downloading an infected file, e-mailing
confidential information, or disabling their anti-virus, to
name a few.

So what is a company to do? While there is no surefire way
to keep end users from making mistakes, you can

e mp | drgmatically redueethe @embenof pgoblems, and help

of managers have fired an employee for calling

It

protect your organization from a nasty lawsuit, by creating an
acceptable use policy (AUP) and training your employees on
what is and what is NOT acceptable behavior.

But if you want your employees to actually adhere to your
security policies, here are a few tips:

 Keep it simple. A long, confusing policy that looks like a
legal document is about as easy to read as the instruction
manual for your digital camera. Make the policies clear

ma k and easyht@rasadsQGive examples and include screen
shots where necessary.

o Provide group training. Many companies make the
mistake of distributing their AUP by e-mail and telling

| ess ténfplopelestiey msst rka’l $ 6n their own. This gives the

”

n.

e s/t

”

t

employees the option of NOT reading and simply signing
and submitting. You don’t n
training but a simple 15 or 20-minute session will force
, | evenutheanost xeluctdnt ugersftaleannda thing or two.
e Keep employees updated. To add to the above tip,
make sure you update employees on a regular basis to
keep the policies fresh in their minds and to educate

“1 base most of my f ashi onthdmaabduenew threatd at

o Explain the consequences of not following the policy.
This is both explaining the negative effects to the
business as well as disciplinary actions that will be taken

e a Vviethdy mefmeettd f8llow policy. Occasional violators
should be warned, and habitual violators should be
disciplined.

e Monitor their behavior. The best policy in the world

‘*Death, taxes, and chilldbiwd¢h:t Thwors S fneiviers not enf o

flor  athe/maPilet tHatc8n o this for you automatically.

i f

ust

Need Help In Creating An
Acceptable Use Policy and Training Your Staff?
m eNot only gan we hglpyou create a customized acceptable
use policy for your staff, but we can also provide training on
the tepictancheyem inatalldnetwdrle manitoring software to
make sure it is enforced. Call us at 206-774-0619 or visit us

bl oy

b e d

ced

online at www.mooselogic.com for more info!




S Think Your Tape Backup Is

anta Claus Tops
ForbesWealthiest List Keeping Your Data Safe?

The folks at~orbesmagazine have been YO u WO N 6 t Af t er |R e a

spending their time making a list that was difficglt
to create. Was it the wealthiest people of the ydarTrape backup users bewaihe average failure rate of tape drives is

No_t exactly. Here is their list of the wealthiest |100%! ALL t a pe drives fail at some point.
fictional characters of 2006: most companies dondt realize it appen
¢ Santa Claus thousands of businesses lose millions of dollars worth of data to disasters like
e Oliver ADaddyo war bffies power outages, theft, equipment failure, and even simple human erfor. In
. almost every case, these businesses had some type of backup system in place,
+  Richie Rich but were horrified to find out i was n
¢ Lex Luthor R )
+  C. Montgomery Burns Youove Probably_ Experience The
+  Scrooge McDuck Tape Drive Already
+ Jed Clampett In addition to the fact that they are unreliable and are guaranteed to failjat
some point, tape drives require a user to swap out the tapes on a daily basis. If
¢+ Bruce Wayne .
someone forgets, goes on vacation, or leaves the company, the plan fall
¢+ Thurston Howell Il through. And when the amount of ata vy
+  Willy Wonka of a single tape? Since most backups are scheduled to run in the wee h@urs of
e Arthur Back the morning, you probably wonot otice
you have to put in a second tape and let the backup process finish while people
¢+  Ebenezer Scrooge are trying to get their work doAemeaning that they may be making changés
¢ Lara Croft to the data youbre trying to bac up,
+ Cruella De Ville negatively impacting network performance. And in some cases, storage grows
to the point where the night simply is
VA Tape backups also need constant monitoring to make sure they are wofking.
272 BooK REPORT I f youbve ever tried to recover ata f

DUE TODAY discovered how difficult it was, or that the data you thought was being batked
upinfactwasnét .

Finally, (God forbid) if your office gets flooded because of a storm, incufs
water damage from a sprinkler system or faulty pipe, gets hit by a tornad®
burned to the ground by a fire, or burglarized, your tape backup will be
damaged along with everything else and will be completely worthless!

How To Quickly and Easily Eliminate the Risk and

Hassles of Tape Backups Finally and Forever!

P IR

If you want to truly protect your data from loss AND eliminate the daily
hassles of tape backups, MpmaeGaard Wwant t
* A grade of 85 or higher will get you Managed Backup Service. This service automatically backs up your criti¢al

favorable mention on my blog." data, as well as creating images of your servers and critical workstations that
can be quickly restored to a new machine in the event of a catastrophic
machine failure. We can also stream your most critical data to ait@ff

o : o _ :
Citrix Price Increases Coming! location. This means-

Citrix has announced list price increases that
will be effective May 15, 2007: « Your files are automatically backed up every night. No more rotating gnd

. . L storing tape$ one more important item off your-tdo list!
o Presentation Server Enterprise Edition is gtap P y

increasing from $400 to $450 per user. |  Your most critical data can be kept safe from fire, floods, storms, virugses,
e Presentation Server Advanced Edition is hackers, hardware malfunctions, and human error!
increasing from $345 to $350 per user. - .
«  Upgrade from Advanced to Enterprise is | You can back up ALL of your data and not be limited to the size of yqur
increasing from $105 to $140 per user. tape drive.

«  Presentation Server Standard Edition will | This small ounce of prevention is worth a TON of cure; just ask any buginess
be discontinued. o owner that suffered through losing their data. No one expects bad things fo
*  Major changes are coming in the Access | hannen, but if it does, this service will be your saving grace! To get more

Gateway product line a‘_c' well. information, call: 2067740619 or email info@mooselogic.com.
Call us for all the latest details!
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read about it in past issues. Many of you are |already
not, give us a call/l today. We' d be happy to tal k with
tive monitoring, and plans that can bring predictability to your budget by providing the support
services you need for a fixed monthly fee.
Or, you could keep looking for that 4-leaf clover...
Anatomy of a Phishing Expeditioné
e, = mizemoress 1 HIS €mail landed in my inbox
ch; undisclosed-recipients recen t | y ] I_ 00 k 5 I e g | t ,
Subject: Question from eBay Member HO|y SmOkel Somebody has
) eBay sent this message to you. Shipped me a neW Apple Com.pUter
Your registered name is included to shov is e riginated from =Bay. Learn more.
Response to Question about Iltem -- Respond Now and I_|S,) wonderin ;] wh'en I
eBay sent this message on behalf of an eBay member through My Messages. Responses sent using email will go to the eBay member directly and to pay for it!? But | never botht
will inclucle your email address an Apple MaCBOOk Oﬁ: eB@ I 0 c
e onsei o varic Umakepacesateyte - b et t er cl i ck on| that #AR
ooz e Nowo Iink and tell t hem
Dec-05-06 the safer way to buy. .
Lo e mistake!
e = Please do not offer to buy or
\Tt‘em. Brand New Laptop Appel MacBook Pro 2,33 GHz (260072184620) f?t“‘i‘1itf‘ item ‘:‘W;Dwﬁ‘hif‘?“fm Actually, doing that would be the
his message was sent while the listing was active without completing the R R
PGl s eremina Dig mistaké because nearly every
Féu-e;‘nukmaka;m pasmanPlsc spons s Roemion e [y e anie ot hyperlink in this message, includ-
need to know because | have shipp the item. I such transactions may be H A A
“m unsafaandaraagamét eBay I n g t h e n R e s p on j N 0O wWo |
i poley ally points to a Web site in Bel-
shemaerns, g1 um thatos des| gnedto
T\é’anlk you Help protect the Community eBay Iogln name and paSSWOI‘d.
eBay by reporting it. ~ BN
The eBay.com fAffpomo add
Details for item number: 260072194620 ~ N .
ltem title: Brand New Laptop Appel MacBook Pro 2,33 GHz n S p oofed. o Evepn t h € I i
ltem URL hip /icqi ebay comiws/eBaySAPLAI? claims to let you report the mes-
Viewttem&item=260072184620. ne=ADME:L RTQ-US:1 . .
End date: Wednesday. Feb 28, 2007 05 38:05 PST sage as |nappropr|ate actually goegs
to the Belgium site!
Many email readers, including
semendn recent versions of Outlook will
show you wehllgdabouy pudr e
to connect to if you just hover youf
mouse over the Ilink without clicking on it. | tjd6s al so
| E76s Phishing Filter correctly identified the |site as
red, and displayed a warning page. So, if youdjre runni
turned on Dondét take the bait Surf safely. (1 real

Services We Offer: CERTIFIED | Networking Infrastructure Solutions

Microsoft
r
T* - f e MooseGuard ™ Support Services
‘ . e General Network Repair and CiTR!X
£, 4 Troubleshooting
L . .
':B e Network Design & Implementation GOLD
: e Disaster Recovery Solution Advisor
MOOSE LOGIC e Virus Protection & Removal Watcheuuaurds
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