
   While Microsoft’s Internet Explorer 
(IE) is still the #1 browser used to 
navigate the Internet, about 7% of all web 
surfers currently use Mozilla Firefox. 
While 7% may not seem like a lot of 
people, that translates into over 140 
million people and growing.  

   So why should you be concerned? 

   Since most websites are designed for IE 
users, interactive site functions such as 
shopping carts, calculator tools, surveys, 
and registration forms may not function 
properly, and graphics and text may 
appear scattered or disheveled.  

   Obviously, error messages, timeouts, 
and poorly displayed graphics can leave a 
bad first impression to a prospective 

customer, and may even prevent them 
from doing business with you. 

Firefox is Gaining In 
Popularity 
   While no browser is 100% free from 
security vulnerabilities, the fact is that IE 
is a more attractive target for the “bad 
guys” simply because it’s by far the most 
widely used.  So their “return on 
investment” is higher for time spent on 

designing exploits 
for IE.  A growing 
number of people 
have concluded that 
using an alternate 
browser is a good way 
to reduce their overall 
level of risk. 

   Ironically, the more people that switch 
to alternate browsers, the bigger the 
potential payoff will be for exploits 
targeting those browsers, but for now... 

Should You Redesign  
Your Website? 
   If you sell products online, or if you are 
spending money to promote your website,  
it is a good idea to make sure your 

website is both IE and Firefox friendly so 
you don’t prevent Firefox users from 
making purchases or otherwise interacting 
with you online. 

   If you are selling products and services 
to a highly technical audience, this goes 
double. According to a recent blog on PC 
World (www.pcworld.com) almost 20% 
of their visitors use Firefox.  

  To download a free copy of Firefox, go 
to www.mozilla.com.  

���������	
���	�
�������������

�������������������������������

����������	
�
���
���
�
�
����
��� 
������

����
�������������
� ���������������

�
�������������������
���� 
�!�����!�
"�#����������$��
%�&
�� ���
�'�

���������	�����


���������

������������ ��

�	�������!	"	��
����������	
����

�������

�	�
���

#�� ��$���	����	��	����	���%&�

'(��	�)*+))�������������	
��	
���
�	����

�
��
��� �
��
	#����� ����
���
���#�"���"&��
���
(
� )���*��� 
���
�����+���������,�
������������	
���
����

������

���� ��

, ���	���	-���
	
����
���������
������������

����������


���
�	���
�

��	����
��	��
����	
������

�	�
�
����	���	�	�������
�����

���������
�� ��

����	�.�

(��	/�)001�



   According to the 2005 
American Interactive Consumer 
Survey conducted by Dieringer 
Research Group, millions of 
Americans are fleeing the office 
to work at home or other remote 
locations: 

♦ 45.1 million are working  
from home. 

♦ 24.3 million worked at a 
client’s office. 

♦ 20.6 million worked in their 
car. 

♦ 16.3 million connected to the 
office while on vacation. 

♦ 15.1 million at a park or 
outdoor location. 

♦ 7.8 million while on a train  
or airplane. 

   If you are one of the millions 
remotely accessing your business 
network, there is a security threat 
you need to be aware of.  

   While most remote-access 
applications such as Citrix 
Presentation Server, Microsoft 
Terminal Services, GoToMyPC 
and others are relatively secure, 
the remote computer you use to 
access those applications may 
not be! 

   Cyber criminals are installing 
keylogger programs on publicly 
used computers found at schools, 
libraries, and other business 
locations to steal passwords, 
credit card numbers, bank 
accounts and other personal 
information. 

   Keylogger programs record 
ICQ/AIM chats, websites visited, 
and keystrokes entered by the 
user (including usernames and 
passwords), and transmit this 
information to another remote 
location. This information is then 
used to steal money, make 
unauthorized purchases under 
your name, and many other illegal 
and devastating practices. 

   For example, a man named JuJu 
Jiang was arrested last year for 
hijacking the accounts of several 
GoToMyPC customers by 
installing a keylogger virus onto a 
Kinko’s computer terminal.  

   The victim who first noticed 
this exploit was sitting in front of 
his home computer and realized it 
was being controlled remotely. 
Without touching the keyboard or 
mouse, he watched as an online 
account was created using his 
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personal credit card. The victim 
later recalled using a terminal at 
the Kinko’s where Jiang had 
installed the keystroke logger. 

    The only sure way to protect 
yourself and your company is to 
either (1) give up the convenience 
of using public PCs for remote 
access, or (2) implement a two-
factor authentication system (like 
RSA’s SecurID) that incorporates 
a security component that can’t be 
captured with a keylogger.   

  We highly recommend that you 
carry your own laptop when 
traveling and only use public 
terminals to access information 
you don’t mind others seeing. 
Never use them to access your 
bank account, to make purchases, 
to log onto a secure company 
website, or to access personal 
accounts of any kind. 

   If you would like more 
information on how to set up a 
secure remote access system, 
contact us at 206-774-0619 or send 
us an e-mail to: 
info@mooselogic.com. 
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Who’s Rita?  She’s the 2002 Corvette run by Team Moose Racing 
(http://www.teammoose.com).  And she’s guaranteed to be the 
fastest little lady at the Seattle ITEC show on June 21—22 at the 
Washington State Convention Center.  Come see her in the Moose 
Logic booth and have your picture taken with her!  For more info, or 
to get a free exhibit pass, call us or email info@mooselogic.com. 
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