To say that the outlook for 2009 is un-
certain is like saying that the ocean is
wet. Everywhere you look, there are
articles and stories about how bad

e Jthings areébut are
bad? Media hype notwithstanding, is

Exclusive this really the worst economic crisis
Interview: since the 1930s? Just how worried
Nat Hillary of sh(_)uld we bg, and What shoulq we be
doing about it, particularly as it relates
el VETC RN (o husiness planning?
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Compliance are difficult to answer is that many
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for the past several decades still accu-
rately reflect how the U.S. and global
economies work.

This was discussed by economist
James McCusker in an excellent column
that recently ran in the Everett Herald.
(You can read the entire column at
http://tinyurl.com/8ff5n6.) He contends
that part of the pr
confidence in our understanding of how
the economy wor kséh
shaken. ¢ He goes o
our efforts at the
based on assumptions about how
banks, companies, and individuals be-
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§ Despite the tough times, credit card
delinquencies are actually lower
now than they were in 2005. Was
the economy worse then (probably
not), or is consumer behavior differ-
ent?
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§ Consumer spending O0sh
behavior shifts rather than across-
the-board decl iMaghas 6
had a great year while Saks Fifth

t hAvVenue sangsamesptore salgsidrop
by 20%. Amazon.com had its best
Christmas Holiday sales ever.

§ New manufacturing orders showed
a 4.6% drop in Novemb
nearly half of that drop was because
the declining price of gasoline and
other petroleum products, which is
actually good for consumers. Unfor-
tunately, t hat data d
y othecheaglinesn usi ng
As McCusker observes,
our state of shock about the Wall Street
collapse, we are still headline-happy . 6
The news reports seem to be constantly

W

driven to report that
is Othe worst sinceéd ¢
sinceéd o0the greatest i
the blank] sinceéd etc.
80PN¢E igtaresting contragigtions ip pup-

lic opinion.

a As rdtéh@yas October, a Pew Re-
BearthQolBsi@owedtthAtdatros9thelpb- 0 f
fitRdl shécadm, dn BVervhefming fa-

jority (over 75%) of Americans said

they were either oOvery
opbhattywyraaepybheant hhehe

the same time, a Gallup poll showed

that 78% of Americans were negative
about M€ sta ¥ffthe Ecdnerfly-irdgen-
eral, and an astounding 35% said that

N eeogomic depression i theanext tewog p
years is overy |ikel
correspondent thought that some hard
numbers might be useful in bringing
some perspective to the table.
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Page 2 Moose Views

Interview: Nat Hillary of Watchguard on
PCI/DSS Compliance

The Land of Lost
Computers

Moose Views (MV): Hello and wel-
come, this is Shane Kalles with Moose
Logic, with another addition of Moose
Views Interviews. Today | am sitting
down with Nat Hillary of Watchguard

Did you know
that every week,
airline travelers

lose 12,000 Technologies. Hello.
laptops at Nat Hillary (NH):  Hello everybody.
American

MV: Well, the big topic that we are
going to be talking about today is PCI
can so many people walk off DSS. Nat could you help us out? What
without their computers? Well,  exactly is PCl and DSS?

according _to a recent Stu_dy, ManynH: well, PCI stands for the Payment
report feeling rushed, being Card Industry; and the Payment Card
distracted by flight delays, or Industry are all of the credit card com-
having too many carrgn items.  panies: Visa, Master Card, American

airports? How

Express, Discover, and JCB. The DSSish i s

In fact, about 40 percent of thesé&e Data Security Standard, which is a
lost laptops are left in the securityStandard that they (PCI) all came to-
checkpoints. Travelers go throughgether and agreed as being the basis

] \ for them certifying their card holders,
tsk?ecil;ggloarr\]gir]:goggg\?vthteonctoh”eeyczvzllllkoﬁhe people who actually run charges on
e the cards.
off toward their flight. Remarkably

MV:So theyove
only .33 perpent of travelers ever they have come up with this Data Se-
reclaim their computers.

curity Standard. Who does that affect?
NH: It affects two categories of peo-

How do you prevent the loss of ple. It affects merchants, and mer-

your laptop? You .ShOUId first chants are anybody who does any
ensure that you give yoursel_f credit card transactions, be that one
enough time to get to your flight ORansaction a year or millions of trans-
time, with plenty of time to actions a year, but it also affects what
navigate checkn lines and are referred to as service providers,
security. Once through security, and service providers are the people
stop and take a moment to check who actually process the credit card
whether you have all your data. So they act as the middle man in
belongings. An easy way to do thigetween the merchgnts and the actual
is to count your items as you plac redit card companies themselves.

ost of the service providers have al-
them on the belt, and then count ready been through the PCI DCC proc-

again as you collect them. Also, bg ¢ g otherwise
sure to label your computer so thadeing service providers. So for the

if you do leave it behind, you can most part those people that are most
be contacted. affected by PCI DSS at the moment are
the merchants.

MV:So I f | was a
accepting credit cards as a form of pay-
ment, what sort of standards have they
put forward that | need to comply to?

Is it, let me go out and buy something
and make it compliant or do | need to
come up to code and then sort of a set

gotte

they

me

it and forget it mentality? What exactly
are they looking for from me as a mer-
chant?

NH: Very, very good question. So this
is where PCI DSS actually gets very,
very subtle, because the data that they
are trying to protect is the card holder
data: the primary account numbers,
the PINs, the card verification numbers
all of the information contained on a
credit card that make it uniquely identi-
fiable to a specific account. The sub-
tl ety is whether
transactions, you know via the old ma-
chines, the chunk-chunk machines
[making a back and forth motion with
hands], or whet
el ectronic transact
ject to PCI DSS. So PCI DSS describes
the measures that have to be in place
both from a technology perspective but
also from a policies and a procedures
perspective to ensure the safety for

that gagrl fidderringogmatigny o that
means starting at the most basic, say
you have a mom and pop shop who

only does five credit card transactions a
year and they do them all on that old
slidey machine.

MV: Do they still make those?

NH: They do. They are little bit more
subtle now. They are little plastic thing-
ies, but in fact | have seen some peo-
ple run the credit card transaction just
by holding the card against the slip and
running a pen across it.

MV: Oh yeah, running a pen over the
top. Alright, so they are doing five
transactions, just the carbon copy kind

of cover. ~ .
coul dnét remai n

NH: Exactly. PCI DSS defines what has
to happen with that information, who
has access to it, and what needs to
happen to it from a procedural per-
spective to make sure that that infor-
MGt RBh BBdshel fall
hands. But it also defines who has the
rights within a specific organization to
run the credit card transactions in the
first place. The idea is, making sure
that an individual company, be it a
(Continued on Page 4)
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GDP fell by 8.6%. In 1931, it fell
by another 6.4%, and in 1932 by
a full 13%.
drop of over 25% in just three
years. The national unemploy-
ment rate topped out at 25%, and
wages for those still employed
fell by 42%. By contrast, despite
a small drop of one half of one
percent in Q3, o
seen GDP grow by about 3 ¥2%
through the first three quarters of
2008. (Q4 numbe
available until the end of Janu-
ary.) And you have to go all the
way back to 1990 ¢ 1991 to find
the last time we had two consecu-
tive quarters of decline in GDP.
So far, not even close to Depres-
sion-era performance.

The national unemployment
rate hit 7.2% in December, 2008,
although the Puget Sound area is,
at the moment, enjoying a lower
unemployment rate than the na-
tional average. Of course, the
unemployment rate has never
been, and will never be, zero.
Over the last 50 years, the unem-
ployment rate has seldom been
below 4%, and has spent most of

that time between 4% and 6%.
So while the cur
anything to chee

anywhere close to Depression
levels, either.

(NOTE: We realize that behind
those unemployment statistics
are real people, and that know-
ing things
torical
ish the real pain that they are
feeling. Nevertheless, we be-
lieve that placing things in their
proper historical perspective is
important for business planning.)

Of cour se, we
luxury of waiting for the econo-
mists to figure out how to fold all
of this into their economic mod-
els & we have to figure out how to
run our businesses now. So what
conclusions should be drawn

ar en 6 forquichents.p a d
standardswWdodesnbeévdi agginnd

Pl anni

ng,

from all this?
First of all, remember that there

T h a §i5Qh adhing & B Bukifedsicy ©

cle. There have always been ups
and downs, and there will always
be ups and downs, regardless of
government policies and regard-
less of which party is in power.

nd onodt

\é%?e%i: Ii vvev?% Vr%/\/h at
now is not even remotely close to

epression-level bad. In fact, if
'5055 Iogkoapth%eﬁum eers over the
|l ast 30 years or
that, overall, government poli-
cies have been pretty successful
at reducing both the length and

severity of the
cycles.

Third, focus on bringing value
to your customers. Unless what
you provide is truly a commod-
ity, better value will nearly al-
ways win out over lowest price.

Finally, be smart about your
expenditures. I
be in business and not spend
anything. But your expenditures
should be focused on things that
will make your business better.

This is exactly
iegt i naoveri swat b

workirg eostreamling and agto- 6 4

mate our ticketing process so it
will be easier to open and track
trouble tickets, and our technical
staff can handle them more effi-
ciently, thus doing a better job

by hi

virtualization with Citrix XenApp
to make it easier and faster to
deploy and update applications,
and server virtualization with Ci-
trix XenServer to reduce the

d JHMPEr ofphysieal seryess in

our infrastructure while giving us
more protection against a server
failure.

Wedr e

nals where it makes sense o for
people who reall

u s-clierg termh i 1

2009 (Cont

power or flexibility of a PC on the
desktop. And wedve
dated storage onto a pair of mir-

rored SAN nodes that give us

both higher performance and

greater data protection.

Our focus at Moose Logic for
2009 is going to remain on prod-

| dlsteandiechpplogjegthat can

Welrdbpsinesseg run nyoge effi-
ciently, boost productivity, and
reduce operating costs 6 be-
cause those are technologies that
cag gring yalyg tg yoy, ang we ]
know that focusi
for your business is ultimately
best for ours as well.

ekcmniobimé cc dmhiowg 6 md
talking more in these pages
about those products and tech-
nologies and about how they can
help your business. We hope
you will find the information valu-
able.
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An Article, Story, or Tip for
Moose Views?

woyau have & furny stary
ot & Raoiirée’you wit for ©
share with other subscrib-
ers?

Send it to me! We are al-
ways looking for new and
usefpl pantert to @dddm
Moose Views, including

q

partners who want to sub-
mit articles!

Sid Herron
sidtherrod@moose®gic.cobrh e
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Nat Hillary Interview (continued from page 2)...

big shop like say Amazon.com or Expedia, has the policies and procedures
in place to make sure that the card holder data is handled responsibly and
safely. The idea is that any company handling card data should have an
audit trail to be able to demonstrate that they have been handling the
cardholder data responsibly, both in terms of the transaction but also their
policies and procedures.

MV: Getting ready for this interview, just kind of looking at PCI DSS com-
pliance regulation, | was noticing as it breaks down on the PCI website it
has a lot of legal jargon and then of course as you start to sort through,
there are a lot of people trying to provide you with an easy solution, take
the confusion out. Is PCI compliance a really confusing and difficult thing
for a business owner to do?

NH: Good question. Certain amount of t‘/o/?';?’&'
been a business owner who has been through the PCI DSS, but what | can

say is from the electronic side of things...so from the computer based . .
transactions, computer based credit card transactions, that can be whether "I'm takmg you off IOOkmg at the Dow Jones for
youdre using a point of sale syste the next few weeks.”

even in a hotel. Say in a hotel bar they have a point of sale system that is a

credit card transaction. So that is subject to PCI DSS. Or you go into a
restaurant when they have a PC running their point of sale application. The H H

policies and procedures regarding that are fairly straightforward if you Moose Loq IC Comlnq Events
already have a culture of security in place.

Registration at http://www.mooselogic.com/events:
And what do | mean by culture of security? | magine for instance you

restaurant and you have a point of sale application and the point of sale Moose Logic Lunch & Learn, March 4, 2009, 1 pmfi 4
application will store credit card information until the end of the day, when . . e .

everything is trued up and then everything is cleared to make space for the pm, location TBD, Slmpllfylng SharePoint for Everyday
next day. Suppose you have a consultant working in the restaurant at any-  Users

time, and that consultant just happens to put a USB card in the back of the .

PC used for the point of sale appl iVWaichguard Omlemand Sgminan ghrayghvani29), t h a

credit card transactions on +ilat tm%@t@ﬁ&%@curi@'fwﬁaﬁ?ﬁréaﬁ thatdés a no
big no-no. The basic policy there from the culture of security is making )

sure first of all that the PC it s elMarathoh Téchndldgies Webithardanuatry 28,38v30 amhf ©
order to gain access to the PC you have to have a key and only authorized

people have access to that key. Similarly the person responsible for main- ~ 9:30 am, Customer Spotlight: Fault Tolerant High

taining that PC, the person for making sure that the anti -virus software on Availability Replaces VMware for The Sullivan Group
it is up to date, all the software is up to date, correct security patches all of

those types of things are the responsibility of a very specific person, then Marathon Technologies On Demand, Virtualizing

that is a culture of security. If you have that let anybody do anything at I
anytime type approach, which a lot of small business do, then it will be Exchange, The Cold Hard Numbers on Why Citrix

more difficult because you have to put those policies and procedures in XenServer + everRun VM Is the Best Platform
place, and then youbére not facing a technology shift youdére facing
shift within the organization. DataCore Webinar, January 26, 11 am Pacific,

(For the full interview, please go to http://www.mooselogic.com/webinars) ~ SANmelody Overview & Demonstration
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