
  We’ve written before about the problem 
with passwords.  It’s a classic “Catch-22” 
situation.  To make sure our environments 
are secure, best practice says we need to 
enforce a strong password policy:  
passwords can’t be a word out of the 
dictionary, must be a minimum of “x” 
characters, must contain both upper and 
lower case characters, must contain non-
alpha characters, etc., etc.  And, by the way, 
they need to be changed every 30 days, and 
you can’t reuse an old password. 

  The problem with a password policy like 
this is that you’ve just about guaranteed 
that the password will not be one that a 
typical user can remember—particularly if 
it has to be changed every 30 days.  So 
what do they do?  They write it down, of 
course.  So the strong password policy just 
had the exact opposite of the intended 
effect, which was to make the network 
more secure. 

  One way out of this conundrum is to use 
multi-factor authentication.  The two most 
well-known approaches to this are to use 
tokens or smart cards, together with a 
password and a PIN.  This combination of 
“something you have” (the token or smart 
card) plus “something you know” (your 
password and PIN) has been securing our 
ATM accounts for years now, and many of 
our networks as well.  Moose Logic has, in 
fact, been an RSA partner for years, and 
has sold and installed many SecurID 
systems.  It’s great technology, and 
technology that has never, to my 

knowledge, been 
beaten by the bad 
guys. 

  But we also know from experience that 
some people just don’t want to deal with 
carrying a token or smart card around.  
And in some cases it just may not be 
practical to issue tokens or smart cards to 
your business partners or customers.  In 
that situation, we can look to another 
potential authentication factor:  “something 
you are.”  This generally means some kind 
of biometric authentication—fingerprint 
scanner, retinal or iris scanner, etc.  But 
there’s a company in Issaquah, WA, that 
has a unique new approach to the problem. 

  If you give the same Bach piano concerto 
to two accomplished concert pianists, they 
will not play the piece exactly the same 
way.  There will be variations in tempo, 
volume, etc.  In fact, even if they tried to 
play it the same way, they couldn’t. 

  Likewise, you can hand the same 
username and password combination to 
two different people, and they will not type 
it in the same way.  There will be variations 
in the typing cadence, the amount of time a 
key is held down, the amount of time 
between keystrokes, etc.  BioPassword has 
figured out how to detect and measure 
those differences, and use them for 
identification.  (And, yes, as a matter of 
fact, it is rocket science!  But it works.) 

  Think about that for a moment:  You can 
implement strong authentication that 
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   If you shop online (and these days, who doesnôt?),  
youôll want to make sure you use a credit card instead of 
a debit card to protect yourself from online scams and 
rip offs. The biggest advantage credit cards offer is a 
buffer for payment. By law, your maximum loss if your 
credit card number is stolen is $50, and most credit card 

companies and banks will cover the entire cost.  

   When you use a debit card, the funds come directly 
out of your bank account, which means you might have 
trouble disputing the charge if you get scammed or if 
you are not happy with the product or service you 
purchased.  And if you return an item, it may take weeks 

for the money to show up in your account again. 

Here are some other tips to make shopping online safer: 

Research your merchant before buying. The Federal 
Trade Commission maintains a web site 
(www.consumer.gov) that provides many buyer's 

guides, lists of tips, and links to helpful resources. 

Make sure you are on a secure web site before you 
give your name, address or credit card details. Look 
for a padlock or a key symbol in the bottom corner 

of your screen, and ñhttps:ò in the URL. 

Never send your credit card number in an e-mail 

because it can easily be 

stolen. 

Frequently check your credit card statements for 
suspicious entries. If you spot anything strange, 
contact your credit card company immediately to 

question the charge.  

Call the company before placing an order. See if a 
real person answers the phone and how difficult it is 
to get someone live. Ask for their return policy for 
damaged or inadequate goods, expected delivery 
dates, shipping and handling fees, and after-

purchase support. 

Think before you buy. If the online advertisement or 
junk e-mail offer sounds too good to be true, it 
probably is! If you have any reason to be suspicious, 

you are better to err on the side of NOT buying. 

Watch for hidden extras added on at checkout such 
as postage and packing costs, and handling fees.  
VAT and Customs charges for goods from overseas 

can add greatly to the final cost. 

Read the companyôs privacy policy carefully. Make 
sure you uncheck any boxes giving the vendor 
permission to sell or share your information with 

other vendors. 

TIME IS RUNNING OUT:  Citrix Price Changes Coming 

May 15, 2007 
The clock is ticking.  On May 15, several things will happen: 

Presentation Server, Standard Edition, will no longer be available for purchase 

Access Suite and Access Suite Step-Up will no longer be available for purchase 

Presentation Server, Advanced Edition increases from $345/concurrent user to $350/concurrent 

user (MSRP). 

Presentation Server, Enterprise Edition increases from $400/concurrent user to $450/concurrent 

user (MSRP). 

Citrix Access Gateway 2000-series appliance increases from $2,495.00 to $3,500.00 (MSRP).  This 

will be somewhat mitigated if you qualify for Open License pricing:  currently Open License 

discounts apply to Access Gateway licenses, but not to the appliance itself.  As of May 15, the 

discounts will also apply to the appliance itself. 
 

Donõt be caught by surprise.  Call us today at (206) 774-0619 to talk about how to 

maximize your Citrix investment! 
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The Lighter Side: 

Panicking when his toddler 

swallowed a small magnet, George 

rushed him to the emergency room. 

òHe'll be fine,ó the doctor promised. 

òThe magnet should pass through his 

system in a day or two.ó òHow will I 

be sure?ó he pressed. 

òWelló, the doctor suggested, òyou 

could stick him on the refrigerator. 

When he falls off, you'll know.ó 

  The highway patrolman noticed a 

car going just 22 miles an hour. He 

pulled the car over and noticed that 

there were five old ladies inside, 

eyes wide and white as ghosts. The 

officer explained that driving too 

slowly can be dangerous. 

òBut officer,ó said the driver proudly, 

òI was doing the speed limit exactly, 

twenty-two miles an hour!" 

The officer explained that "22" was 

the route number, not the speed limit 

and asked if they were all OK. 

"Oh, they'll be alright in a minute 

officer,ó the driver said. "We just got 

off Interstate 90." 

  A dietitian was addressing a large 

audience in Chicago: 

òThe material we put into our 

stomachs is enough to have killed us. 

Red meat is awful. Soft drinks erode 

your stomach lining. Chinese food 

has MSG. And mayonnaise can be 

disastrous.ó 

òBut one thing is the most dangerous 

of all and we all have eaten it or will 

eat it. What food causes the most 

grief and suffering for years after 

eating it?" 

A 75-year-old man in the front row 

stood up and said, ówedding cake.ó 

   When you purchase a new laptop, make sure you 
condition the battery or you may end up buying a 
replacement in the very near future.  

   The conditioning process varies among laptop 
manufacturers, so make sure you read 
the instructions that came with your 
new laptop. Some manufacturers 
recommend that you completely drain 
the battery before allowing it to fully 
charge, and then repeat that process 
two or three times before you do a 

partial charge. 

   Others have different instructions so, again, ask the 
person that sold you the laptop and read the 
instructions carefully.  

   After youõve conditioned your battery, I also 
recommend that you allow your laptop battery to 
completely drain once every 3 to 4 months, and then 
fully recharge it to refresh all cells. A well -maintained 
battery should accept hundreds of recharges and last 
for a long time.  

If You Just Purchased a 
New Laptop, Make Sure 

You Condition the Battery!  

Would You Like To Submit  
An Article, Story, or Tip for  

Moose Views? 
Do you have a funny story or a resource you want to 
share with other subscribers?  

Send it to us! We are always looking for new and 
useful content to add to Moose Views, including 
partners who want to submit articles! 

 

Sid Herron 
sid.herron@mooselogic.com 

(206) 774-0619 



requires NO CHANGE in user behavior.  It requires 
no hardware.  There is no token or smart card to lose or 
forget.  It is inherently immune to social engineering 
attacks, lost, stolen, shared, or weak password issues, 
brute force password cracking, and keystroke logging.  
You could literally hand someone else your username 
and password and it would do them no good, because 
they can’t mimic your typing rhythm.  And, yes, it works 
with Citrix / Terminal Services remote users. 

  If you’re considering a single sign-on (SSO) project, it 
becomes even more important that the initial 
authentication method be a strong one.  After all, once 
the user has authenticated to the environment, the SSO 
system will automatically authenticate them to 
everything else in the environment, so you’d darned well 
better be sure that the person is who s/he claims to be! 

  Whether you’re considering SSO or not, BioPassword 
can be a great choice as your primary authenticator.  
We’ll be talking about both BioPassword and SSO in a 
seminar that’s coming up in just a few weeks featuring 
BioPassword, talking about their technology, and Citrix, 
talking about the Citrix Password Manager SSO product.  
We’d love to have you join us and hear the story for 
yourself.  The registration information is as follows: 

DATE:  Thursday, May 17, 2007 
TIME:  Registration / Breakfast at 8:30 am, 
Seminar from 9:00 amñ12 noon. 
PLACE:  The College Club,  
REGISTER AT:   
http://www.acteva.com/go/mooselogic 

Strong Authentication Made Easy, Continued from page 1 

Moose Logic can provide the 

full Trend Micro Anti-Virus / 

Anti-Spyware suite, and mange 

it for you! 

Hosted Anti-
Virus! 

Everyone knows that itõs important to have a multi-
layered approach to keeping viruses and other malware 
off of your systems.  But it can be time consuming to 
manage the software and make sure itõs being updated 
consistently.  Stop worrying about it, and let us handle 
it for you.  For a low monthly fee per user, weõll make 
sure all your Windows systems are covered and that 
the software is always up to date, even if you take your 
portable computer home or on the road.  Give us a call! 

1415 Western Ave. 

Suite 488 

Seattle, WA  98101 

Phone:  (206) 774-0619 

Email: info@mooselogic.com 
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